
Thursday, February 10, 2022  11:00 AM PST / 2:00 PM EST

Records Management & Data Governance 

Considerations under Land Code 



Welcome



AGENDA & OBJECTIVES

Today we will cover:

The use of comprehensive record systems for 
lands management

The scope of documentation that should be 
maintained by individual First Nations

Retention and disposal of original signed records

Record maintenance and security

Mute Devices

Recorded Session

Closed Caption

Presentation & 
Materials

Questions & 
Comments
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INFORMATION MANAGEMENT

Records Management
• Identify, Classify
• Store, Secure
• Retrieve, Track
• Destroy, Preserve

Data Governance
• Quality, Accuracy
• Reliability
• Compliance
• Security

Organizational Function

Management of Information

Creation, Receipt, Disposition

Connection



Records Management Poll

ⓘ Start presenting to display the poll results on this slide.



SCOPE

Know 
What 
You 
Want

System Evaluation

Assess and improve interdepartmental procedures

Communications, monitoring and reporting

Implement records management compliance auditing

Determine a procedure for records disposal

Review or establish a records management policy and 
procedure

Record Management Considerations Checklist



RECORDS MANAGEMENT SYSTEM – PRINCIPLES

Policies and 
Procedures

Management and 
oversight

Strategic Planning

Operational 
Policies & 

Procedures

Staff Records 
Management & 
Responsibilities

Communications 
& Reporting



LANDS GOVERNANCE OFFICE – CLASSIFICATION SYSTEMS

Surveys & Roads
•CLSR #
•RS__ #
•Access Roads

Project & Planning
•Commercial / Residential Development
•Resource Management
•Environmental Management
•Land Use & Other Plans …

Sample 1 Sample 2

Description Classification #
Management of Lands FN 5600 – IR #, Band #
Policy FN 5600-0
General FN 5600-1
Laws FN 5600-2
Land Exchanges FN 5600-19 – Band #
FNLMA (Bill C-49) FN 5600-26 – Band #
Individual Land Holdings FN 5630 – IR #
Leases & Permits FN 5643 – IR #, Lot #, Parcel,
Sewer Gas FN 5661 – IR #
Gas Pipeline FN 5661-3 – IR #
Water Pipelines FN 5661-4 – IR #
Foreshore Riparian FN 5661-5 – IR #
Power Lines FN 5664 – IR #
Railway FN 5667 – IR #
Roads FN 5670 – IR #
Telephone FN 5672 – IR #
Addition to Reserve FN 5673 IR # – Name
Specific Claims FN 4026 – Band #
BCRs FN 4215-4 – Band #
Wills & Estates FN 5090 – IR #, Band #

Sample 3

Parcels

•LOT # PLAN # IR # (Color Code)
•Correspondence
•Rents, Fees
•Lease, Sublease, Assignment
•Mortgage, Discharge
•Easement, Right of Way
•Ongoing Issues (encroachment, estates, etc.)

Information Management Toolkit - for First Nations Government In BC
IM Toolkit | Appendix 1 – Records Classification & Retention Schedule
IM Toolkit | Volume 2 – Procedures Manual

https://fnps.ca/wp-content/uploads/2021/10/Information-Management-Toolkit-Appendix-1-Model-Classification.pdf
https://labrc.sharepoint.com/sites/TMPDWorkshop9/Shared%20Documents/2022-02-10%20Records%20Management%20and%20Data%20Governance/FNS%20Info%20Man%20Toolkit-Volume-2.pdf?CT=1644441338467&OR=ItemsView


ENVIRONMENTAL RECORD MANAGEMENT

Considerations:
• File by:

• Lot Number
• Environmental Topic 
• Environmental Feature
• GPS Location (GIS)

• Land Law Repository
• Lands Committee Meeting 

Minutes & Supporting 
Documents

• Enforcement
• Cross-Referencing & 

Tagging Files

Published Information: 
• Studies conducted on (or near) 

your Reserve Lands
• Existing plans
• Environmental laws, permits, 

policies, guidelines
• Indian Act by-laws, BCRs

Unpublished Information: 
• Field inspections and site visits
• Environmental monitoring
• Community Knowledge
• Information often related to 

personal experience
• Informal notes and correspondence
• Briefing notes, memos



RETENTION

Seek Legal Advice Review or Develop 
Internal Policy

Sharing of 
Information



ELECTRONIC RECORDS

Caselaw & Legislation

• As First Nations move toward the ticketing and prosecution 
of offences under their own laws and the storage of 
documents that may be used in civil litigation, it is 
both possible under the law and advisable for practical 
reasons for First Nations to move to an electronic
recordkeeping system

• Electronic documents can be used as evidence in court, 
without the need for a “blue-ink” original

• In order to prove the integrity of an electronic document, the 
party must prove the integrity of the computer system / 
electronic document management system the document is 
stored on

• First Nations should take guidance from the law that has 
been developed in this area when setting up and 
operationalizing a reliable electronic documents system

Canadian Standards Association (CSA) guidelines
• Standard for Electronic Documents and 

Records Management Solutions (EDRMS)
• This is a guideline, not a law. However, the 

principles found in the guidelines can assist 
a Court in determining whether an 
electronic document should be admissible

Canada Evidence Act
• https://laws-lois.justice.gc.ca/eng/acts/c-5/

Examples of Provincial Legislation
• Saskatchewan: The Electronic Documents 

and Information Act, 2000
• Alberta: Electronic Transactions Act
• Ontario: Electronic Commerce Act, 2000
• British Columbia: Electronic Transactions Act

https://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=18910
https://laws-lois.justice.gc.ca/eng/acts/c-5/
https://publications.saskatchewan.ca/api/v1/products/89941/formats/106768/download
https://www.qp.alberta.ca/documents/Acts/E05P5.pdf
https://www.ontario.ca/laws/statute/00e17
https://www.bclaws.gov.bc.ca/civix/document/id/complete/statreg/01010_01


Access Protection
• Program security
• Browser security
• Transmission and 

stage (Keep all 
transmissions within 
Canada

Information Protection
• Email Security
• Cloud Account Defense
• Email Fraud Protection 
• Digital Risk Protection 

(Storage)
• Ransomware –Program 

and data lock up 

Compliance
• Archiving (Historical Records, 

Storage Media etc)
• Supervision and Access to 

records 
• Following CSA Guidelines to 

demonstrate authenticity
• Adhering to the sections of the 

Canada Evidence Act 

SECURITY

Email and 
Phishing 

Simulation 

User 
Protection 

Security 
Awareness 

Training 

Threat Protection
• Email Security
• Cloud Account Defense
• Email Fraud Protection 
• Digital Risk Protection 

(Storage)
• Ransomware 



WHAT IF SOMETHING GOES WRONG?

Risk Assessment Data File Backup 

Assess your Risks 
Internal – Data 
Protection and 

Intrusion 
Natural – Fires, 
Floods, Building 

conditions (Heat and 
Cold) 



DATA MANAGEMENT SYSTEM – PRINCIPLES

Data 
Strategy

Standards & 
Modeling

Policies and 
Process

Storing & 
Protection

Considerations:

• Electronic System Structure
(Electronic Land Inventory)

• Format to receive plans, drawings, 
from developers

• Metadata Structure

• Protection of Data



Example Data File Structure

 GIS/MAPS are considered mapping projects.

 Points to the location where the data is found 
(hyperlink).

 Organized and efficient digital filing system

 Named directories with titles that reflect type of 
info, you can locate your files quickly.

 Avoid several copies of same file. Changes may 
get lost and cause confusion. Try using File 
Version History.

 Having metadata within each file, lets you know 
all you need to know about your file



METADATA

Metadata is data about the data
Six Types of metadata

1. Descriptive – name, type, what, when, who, 
company.

2. Structural – length, # of words, scores.

3. Preservation – Type of software, format.

4. Provenance - # of copies, changes, software 
used, who

5. Use – How the file is being used.

6. Administrative- Treatment of this file.

• Helps you understand your files
• What software to open it with
• Where to store on your system
• What to do to protect it

METADATA

Name: Navel Orange
Originated: San Fransisco, CA
Picked: August 14, 2021
Who: Orange County Farms
Transport 
Co: Bisley Transport
Venue: Cranbrook Safeway
Storage: Never refrigerated
Displayed: August 
19th, 2021
Sold: August 23rd, 2021

DATA



DATA GOVERNANCE

 Controlling what we want our data used for

 Indigenous collection methods, ways of recording, analyzing, 
using or archiving, categorizing and storing this knowledge.

 Ensuring its safety, interpretation and its appropriate use.

 Instructions on the management of this information

 Creating/using data request forms

 Ensure proper authorized use of the data and the confidence of 
not losing it



EXAMPLE DATA GOVERNANCE FORMS



Data Management/Governance Tool

Database to store all examples of high-quality data types, uses and permissions:

 Data that matters to the community.

 Community driven standards for access and data management.

 Wholistically align to your data collection (Library, Archives etc.)

 Hyperlinks to the paths that hold the properly structured information agreements



Record Management Principles & Considerations
in respect to First Nation Lands

The use of 
comprehensive record 

systems for lands 
management

The scope of 
documentation that 

should be maintained 
by individual First 

Nations

Retention and 
disposal of original 

signed records

Record maintenance 
and security

SUMMARY



Questions & Discussion



2022 TMPD EVENT SCHEDULE

labrc.com/events

• LAB National Land 
Registry – Special 
Interest Workshop 
Series - Workshop 3

Feb 23

• Considerations for 
Commercial & 
Residential Leasing 
(A to A Leasing) 
under Land Code

Mar 9-10

• Approaches to 
Managing Legacy 
Issues under the 
Framework 
Agreement

Apr 7

• Land Governance 
Office –
Considerations for 
Operational Start Up 
& Implementation of 
Land Code

May 12

• Developing a Climate 
Change Strategy for 
Resilient 
Communities under 
the Framework 
Agreement

Jun 8-9

• Enforcement & 
Dispute Resolution 
under Land Code

Jul 14

• Land Governance 
Authorities under 
Framework 
Agreement & Land 
Code

Aug 11

• Natural Resource 
Management under 
the Framework 
Agreement

Sep 7-8

• Update on the new 
model Land Codes

Oct 13

• Land Development 
Approaches under 
Land Code

Nov 10

• Environmental 
Management under 
Land Code

Dec 7-8

Webinars 1 Hour Sessions 11:00 – 12:00 PT / 2:00 – 3:00 ET

Workshops 2 Day Sessions 9:00 – 12:00 PT / 12:00 – 3:00 ET 

https://labrc.com/events/


LEARNING TOOLS & SUPPORT

Workshops & Webinars

Online Courses

Knowledge Paths Tool 

Land Governance Manual

Knowledge Repository

Direct Community Support (1:1) 

labrc.com/training/

https://labrc.com/training/


COMMUNITY OF PRACTICE & SUPPORT

Framework Agreement Signatory First Nations across Canada

As of February 3, 2022

Total Signatories 194

Operational 100

Developmental - Active 61

Developmental – Inactive 30

Self Governing 3





THANK YOU

Angie Derrickson 
TMPD Manager

aderrickson@labrc.com

Lise Steele 
TMPD Coordinator

lsteele@labrc.com

Leana Farlam
TMPD Specialist

lfarlam@labrc.com
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