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Objective

ISC approach to address concerns of the Office of the Privacy Commissioner 
Update on Privacy Act 




Background

• First Nations Land Registry System (FNLRS) is used for the land records of First 
Nations with Land Codes pursuant to the Framework Agreement on First Nation 
Land Management (FA)

• The First Nations Lands Registry Regulations provide that the Registrar shall store 
electronic documents registered or recorded under the Regulations

• Users can only access  parcel abstract 
• Formal request to INAC for secondary information2000 ILRS

• General Public Site
• Clients now able to view secondary information

2010
ILRS/FNLRS/SGFNLRS

Presenter
Presentation Notes
What is a Land Registry system? 

INAC’s land registries record property interests in First Nations lands. A land registry is a set of records that anyone can search to find out what ownership, leases, permits and other interests may apply to a parcel of land. 

INAC maintains three web-based land registries housed in Ottawa that are accessible to First Nations, INAC staff, and the general public: The Indian Land Registry System (ILRS); 
The First Nations Land Registry System (FNLRS); and, 
The Self-Governing First Nations Land Register (SGFNLR) . 

In this presentation, we will focus on the

Background 

The First Nations Lands Registry Regulations provide that the Registrar shall store in electronic form every document registered or recorded under the Regulations. 

The ILRS came online in 2000, however, it only allowed users to access the parcel abstract (e.g., title searches). If they wanted access to secondary information (e.g., scanned images), they were required to make a formal request to INAC officials or access the registry in-person. 

In 2010, a new system was designed that implicated the ILRS, FNLR and SGFNLR. One of the objectives was to provide registry clients with the ability to view all secondary information by accessing the General Public Site. 





Privacy Complaint

• The Privacy Commissioner of Canada 
assessed that registration documents 
containing personal information may no 
longer be accessed on-line by members of 
the general public

• INAC focused on redacting personal 
information contained in ILRS documents

Jan 2014

May 2015

ILRS 
Redaction
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Complaint: 

In letters dated January 2014 and May 2015, the Office of the Privacy Commissioner advised INAC of a complaint relating to the disclosure practices of the Department in its management of the Land Registry systems. The complainant alleged that INAC contravened the disclosure provisions of the Privacy Act by allowing the general public to gain access to personal information of First Nations band members. 

Since the Registries contain sensitive personal information of First Nations members (including SIN numbers, band/treaty numbers, birth and marriage certificates), the OPC was concerned with identity theft and fraud. 

Initial Response: 

INAC’s response focused on redacting personal information within the ILRS, which is a costly and imperfect solution. 



Access to Information and Privacy (ATIP)

Access to Information Act
• provides a right of access to information in records under the control of a 

government institution in accordance with the principles that government 
information should be available to the public, that necessary exceptions to 
the right of access should be limited and specific

Privacy Act
• protects the privacy of individuals with respect to personal information 

about themselves held by a government institution and that provide 
individuals with a right of access to that information

Presenter
Presentation Notes
The purpose of the Access to Information Act is to extend the present laws of Canada to provide a right of access to information in records under the control of a government institution in accordance with the principles that government information should be available to the public, that necessary exceptions to the right of access should be limited and specific and that decisions on the disclosure of government information should be reviewed independently of government. 

The purpose of the Privacy Act is to extend the present laws of Canada that protect the privacy of individuals with respect to personal information about themselves held by a government institution and that provide individuals with a right of access to that information. 




FNLR Regulations – Public Access

Section 2
Establishes 

FNLRS Office

Section 3(1)
Open to Public

Mon-Fri, 8:30-4:00 EST

Section 5
Any person may inspect any 

document in Register
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FNLRS and SGNFNLR were left unchanged citing regulatory requirements. 

Provisions of the FNLR Regulations 

The First Nation Land Registry Regulations outline public access to the register as: 

Section 2: The Register shall be maintained in an office located in the National Capital Region to be known as the First Nations Land Registry. 

Section 3(1): The First Nations Land Registry shall be open to the public from Monday to Friday, except on holidays, from 8:30 a.m. to 4:00 p.m. EST or EDST, as applicable. 

Section 5: Any person may, during the hours referred to in subsection 3(1), inspect at the First Nations Land Registry the electronic image of any documents that is registered or recorded in the Register. 




Considerations

FNLRS

INAC

LAB

OPC

FN

• The Regulations must be considered in 
light of the Privacy Commissioner’s 
interpretation of sections 7 and 8 of 
the Privacy Act governing the use and 
disclosure of public information

• Working group established to agree on 
a solution
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The Regulations must be considered in light of the Privacy Commissioner’s interpretation of sections 7 and 8 of the Privacy Act governing the use and disclosure of public information.

Approach 

Developed in consultation with LABRC and OPC officials. In addition, an information session was held in Westbank FN to obtain feedback on the approach. Chief Louie and staff as well as selected LABRC officials were in attendance. 

Members of the public will only be able to view secondary information on request, including those containing personal information. A protocol for reviewing registry records will need to be developed. 

Requests for records could create an administrative workload

Develop protocols to ensure needs are met while respecting the obligations of the OPC complaint: –implementation plan 





Joint Communique – Feb 2017
Citrix Access updates to meet requirements of Privacy Act

• No public access to registered documents
• Only authorized users can view documents

MAR 2017
FNLRS/SGFNLR

• Registrar, HQ Users
• First Nation Land Administrators 

CITRIX
Read/Write Access

• Authorized Professionals (lawyers, notaries, 
realtors, Assessment Authority personnel, etc.)

CITRIX
Read Only
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The communique provided notice that members of the general public will no longer be able to access registration documents in the First Nation Land Registry System (FNLRS), effective March 31, 2017. 

Instead, these documents will be maintained on the internal, or non-public, FNLRS website, whereby only individuals with appropriate user roles are granted access to view these documents. Consensus on this approach was arrived as a result of consultations between the Office of the Privacy Commissioner of Canada, Indigenous and Northern Affairs Canada (INAC), and a Working Group consisting of First Nation Land Management Regime participants and Lands Advisory Board Resource Centre (LABRC) personnel. 

First Nation land administrators will continue to have read/write access to the internal FNLRS site via the Citrix network application. 
Special access will be granted to other professionals (lawyers, notaries, realtors, Assessment Authority personnel, etc.) via Citrix, with read only capability if approval is granted by a First Nation. 

An advisory is on the public log-in page for FNLRS, advising members of the general public that they may obtain registration documents by contacting INAC. In turn, INAC will respond to such requests by redacting, or omitting, personal information from documents and will provide these materials to respective First Nations for distribution to originators.

In order to implement this approach it will be necessary for all FNLRS users to renew their user accounts by March 31, 2017. So as to avoid any disruptions please contact INAC Information Technology Services by either phone (toll free: 1-866-795-6465) or e-mail (aadnc.sti­its.aadnc@canada.ca). An advisory will be placed on the internal FNLRS site in early March 2017 to prompt users to make such contact with INAC IT.

This new approach is the first of a series of measures designed to better protect the privacy of First Nations' members. Going forward, INAC and the LABRC will collaborate to modernize the First Nation Land Registry Regulations, and to update land management policies and directives, so as to list and require only those documents that are essential to support the registration process. 

If you have any questions, or require clarification, please do not hesitate to contact Daryl Hargitt, Lands Registrar, I AC at 819-743-0563 or Daryl.Hargitt@aadnc-aandc.gc.ca, or Angie Derrickson, Support Technician, FNLMRC at 250-469-1675 or angie.derrickson@labrc.com 

Thank you for your ongoing collaboration and support. 
Sincerely, 
Meko Nicholas, Executive Director, RC
Garry Best, Director, Lands & Economic Development, INAC



First Nation Access

Appointment of Designate BCR

Register Authority

Update As Needed

FN to approve any read-only access
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Appointment of Council Designate / Land Governance Director

The First Nation will want to formally appoint the Land Governance Director and register this authority in the FNLRS. The following is sample BCR language, full editable version is available on the USB & website:

WHEREAS the Land Code came into force on <DATE>

WHEREAS <NAME> has been appointed Land Governance Director for the <FN> effective <DATE>

WHEREAS <NAME> is authorized to designate in writing a person employed in the <FN> Lands Department to act in his/her place as Land Governance Director in his/her absence

First Nation Land Registry System (FNLRS) CITRIX Access Form (Sample) approval

FN Read/Write access for FN delegated Land Governance Manager(s), Lands Officer(s), Staff
Read Only access to be approved by FN








Public Registry
http://services.aadnc-aandc.gc.ca/ILRS_Public/Home/Home.aspx
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Public Registry

Users can generate reports

Formal request for secondary information can be made to INAC, but Registrar will contact FN for distribution preference, e.g. HQ to forward or through FN (awareness of request, applicable fees, etc.)


http://services.aadnc-aandc.gc.ca/ILRS_Public/Home/Home.aspx


THANK YOU!

For more information please visit:

LABRC.com

http://www.labrc.com/
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